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Abstract—In recent years, Smart Contracts have gained in
popularity, facilitating billions of US Deollars in daily transac-
tions. However, the recent increase in smart contract vulnerabil-
ities threatens to undermine trust in the technology. The study
aims to detect and address potential vulnerabilities in smart
contracts in blockchain technology through a comprehensive
analysis of four principal modalities: Solidity source code, byte-
code, opcode, and intermediate representations. This proactive
identification of vulnerabilities can contribute to bolstering the
security and dependability of blockchain-based systems. In this
paper, we propose a novel multimodal Transformer architecture
named QuadraCode Al , utilizing these four distinct modalities.
Unlike traditional unimodal analysis, multimodal analysis can
provide a more holistic understanding of both the semantic and
syntactical contexts of smart contracts to identify underlying
vulnerabilities. By employing advanced data fusion techniques
such as cross-attention and concatenations across 12 different
multimodal frameworks, our approach enhances the detection
capabilities beyond traditional unimodal approach. Notably,
the framework that integrates opcode with bytecode achieves
an impressive average F score of 86%, demonstrating the
effectiveness of our method.

Index Terms—Smart Contract, Multimodality, QuadraCode
Al Security, Concatenation, Cross Attention, Blockchain, Deep
Learning

I. INTRODUCTION AND BACKGROUND

Blockchain is a distributed ledger technology that enables
the secure recording and storage of data in a decentralized
manner [15]. A smart contract is a self-executing digital
ledger that exists across a decentralized blockchain network
where the terms of agreement or conditions are written in
Solidity programming language [4]. The widespread adop-
tion of smart contracts has revolutionized various industries,
facilitating seamless and trustless transactions on blockchain
platforms.

However, the surge in smart contract usage has brought
to light the pressing need for robust security measures to
safeguard against potential vulnerabilities [25]. Fig. 1 depicts
notable vulnerabilities within smart contracts that led to
major attacks in blockchain technology. The Decentralized
Autonomous Organization (DAO) hack of 2016, caused by a
Reentrancy Attack in its Ethereum smart contract, allowed
attackers to steal millions of dollars worth of Ether [8].
In a Reentrancy Attack, an attacker exploits a vulnerability

in the design of a smart contract to repeatedly re-enter a
function before the previous invocation completes, potentially
manipulating the contract’s state in unintended ways [21].
In 2017, the unchecked external call vulnerability in the
Parity wallet code allowed an external user to manipulate
the smart contract’s state in unintended ways, leading to the
loss of access to significant amounts of cryptocurrency funds
stored in affected wallets [17]. Furthermore, the BZX flash
loan exploits in February 2020, which resulted in significant
financial losses, was primarily due to a lack of adequate access
control mechanisms within the protocol’s smart contracts [27].
Specifically, the attackers exploited vulnerabilities related to
the authorization mechanisms of the protocol’s lending and
borrowing functions. Such incidents highlight the devastating
consequences that vulnerabilities can have on individuals and
organizations within the blockchain ecosystem, increasing
distrust in blockchain technology.

Below we present and briefly discuss the major problem
motivations of our work:

1) Intricacy and Complexity of Smart Contracts: Once de-
ployed on the blockchain, smart contracts become immutable,
prohibiting any alterations or modifications. It is therefore
impossible to debug or fix a smart contract once it has been
deployed if it has a bug or security flaw. Hence, detecting and
addressing security flaws within smart contracts is significant.

Also, the dynamic and decentralized nature of smart con-
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Fig. 1. This figure illustrates how security vulnerabilities can exist in smart
contracts written in Solidity and how these vulnerabilities can cause millions
of dollars in losses.



tracts creates complex challenges that leave smart contracts
more susceptible to exploitation by malicious attackers.

2) Diverse Attack Vectors: Smart contracts are a prime
target for malicious actors since they represent a means
for high-value transactions to be involved. Attackers exploit
plenty of possible loopholes, flaws, and vulnerabilities in the
smart contracts such as reentrancy attacks, integer overflows,
unexpected contract interactions, and so on in the hope
of illegally siphoning funds by manipulating the contract’s
behavior [25]. In addition, with the evolution of cyber threats
and attacks, the range of attacks keeps growing and as a result,
we get to see new attacks on a regular basis.

3) Limited Scalability of Manual Audits: When smart
contracts are manually audited, it takes more time and ef-
fort which often slows down the process of smart contract
deployment. Although human intervention at some point in
time may be necessary, human auditing may overlook subtle
and hidden security risks or even fail to predict emerging
threats [25].

4) Adversarial Nature of Smart Contract Ecosystem: The
decentralized and pseudonymous nature of the blockchain
network ensures that the identities of the parties to transac-
tions remain hidden. Nonetheless, there remains a chance for
someone to attempt to establish a connection to the pseudony-
mous identity through their actions within the blockchain
network as attackers are constantly looking for weaknesses
in the smart contracts for exploitation. There is still a dan-
ger that additional vulnerabilities might emerge as existing
vulnerabilities are patched and updated with smart contracts
being redeployed on the network. That is why, developers
must continuously update their defense systems. However, the
primary issue with this strategy is that defense takes a more
reactive rather than proactive approach. In current practices,

vulnerabilities in smart contracts are primarily identified using
various approaches such as manual code review, automated
static analysis, symbolic execution, and machine learning-
based approaches [1]-[3], [5], [13]. Manual code review
relies on human expertise, which can be time-consuming
and subjective, potentially overlooking subtle vulnerabilities.
Automated static analysis tools like The Mythril, Slither,
SmartCheck [33], etc. may produce false positives or false
negatives, leading to inaccuracies in vulnerability detection.
Symbolic execution requires significant computational re-
sources and may struggle to handle complex smart contract
logic effectively. Most existing machine learning-based ap-
proaches are based on unimodal analysis. Hence, they may
struggle to comprehensively detect all types of vulnerabilities
in smart contracts, as they typically focus on specific patterns
or signatures of known vulnerabilities.

The focus of our paper is to develop a deep learning-based
model based on multimodal analysis to identify vulnerabilities
in the smart contract. Multimodal deep learning blends several
data sources and metadata to offer a comprehensive strategy
that allows the model to identify intricate attack patterns
and find hidden correlations that unimodal cannot [16], [18],
[24], [26]. Unlike traditional unimodal analysis, multimodal
analysis can provide a more holistic understanding of both
the semantic and syntactical contexts of smart contracts to
identify underlying vulnerabilities [14], [29]. In Fig. 2, we
demonstrate the essential role of multimodal representation
in identifying smart contracts affected by security risks and
vulnerabilities.

We proposed a novel multimodal Transformer network,
QuadraCode Al, which integrates multiple sources of data to
enhance the analysis and detection of vulnerabilities in smart
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Fig. 2. Tllustration to demonstrate the essential role of multimodal representation in identifying smart contracts affected by security risks and vulnerabilities.
By leveraging multimodal approaches, we can effectively detect and address these issues, potentially saving millions of dollars. Ultimately, the goal of this
work is to ensure that smart contracts are free from security risks and vulnerabilities resulting from rigorous multimodal detection.



contracts. QuadraCode Al leverages four distinct modalities
of smart contracts: source code, bytecode, intermediate repre-
sentation, and opcode. We harness the BERT model to extract
features from different combinations of modalities that are
used as input in QuadraCode Al

Furthermore, we investigate the potential significance of
each combination of modalities by applying various fusion
techniques, aiming to identify the most crucial ones for
detecting vulnerabilities in smart contracts using QuadraCode
Al Our investigation primarily focuses on two key data fusion
techniques: concatenation and cross-attention.

In summary, we make the following contributions:

o We propose a novel Multimodal Transformer Network,
called QuadraCode AI, robust in detecting potential
vulnerabilities in smart contracts, thereby enhancing the
security and reliability of blockchain-based systems.

¢ We have contributed with two additional modalities,
namely opcode and intermediate representations for a
deployed Solidity source code and bytecode in the Slither
audited dataset [20] advancing to a total of four modality
representations.

o« We explored two multimodal data fusion mechanisms
for smart contracts, cross-attention, and concatenation,
which were able to understand the semantics and syntax
of the code with better performance.

o We explored and experimented with all the 12 possible
combinations of the multimodal architecture for the
proposed system, showing that opcode and bytecode
combinations are best in classifying and detecting the
vulnerability.

o We have shown that our proposed multimodal approach
was able to achieve an avg. F score of 86% outperform-
ing all of the unimodal approaches.

II. RELATED WORK

In this section, we delve into existing research concerning
the detection of vulnerabilities in smart contracts, a critical
issue within the domain of blockchain security.

Khodadadi et al. [11] explored methodologies for de-
tecting smart contract vulnerabilities by employing diverse
input representations, including deep learning techniques such
as BiGRU, and leveraging word embedding methodologies.

Their investigation revealed that their HyMo model showed
strong performance in smart contract vulnerability detection
compared to the contemporary models. However, it is note-
worthy that the authors restricted their analysis to only two
modalities: source code and opcode. Additionally, while their
model’s accuracy surpassed that of existing models, it still
fell marginally below expectations. Likewise, Yuan et al. [31]
introduced an entropy embedding technique for addressing
vulnerability concerns. However, their study neglected to ade-
quately address issues relating to false positives and negatives,
as well as the trade-offs between accuracy and computational
efficiency, particularly about the modality gap. Similarly,
Tang et al.’s [23] work offers a comprehensive investigation,
particularly in the comparison of standalone unimodal ap-
proaches. However, their study was limited by the utilization
of only three modalities, without incorporating a multimodal
framework to ensure a comprehensive evaluation. Yang et al.’s
[30] approach notably withheld from integrating multimodal
techniques, relying solely on word2vec embeddings, which,
compared to BERT, offer limited contextual understanding
as they consider only surrounding words in a single di-
rection. Furthermore, their categorization of vulnerabilities
was restricted to only six types, ignoring additional popular
categories. Duy et al. [9] also adopted a limited approach by
utilizing only three modal representations, i.e., source code,
opcode, and intermediate representation, without exploring a
diverse range of fusion techniques. Their dependence solely
on concatenation for data fusion lacks diversity and demands
further investigation into the reasoning behind this choice and
its comparative usefulness. Finally, we show the comparison
of our work’s contribution to other existing works in Table I.

III. METHODOLOGY

This section introduces a novel multimodal framework
called QuadraCode Al.

A. Data Collection

We collect the dataset that contains smart contracts audited
by Slither from Hugging Face database [20]. The dataset con-
tains source code and the corresponding bytecode for smart
contracts from Etherscan written in Solidity programming
language [10]. Furthermore, it also contains a classification

TABLE 1
COMPARISON OF OUR WORK’S CONTRIBUTION TO OTHER EXISTING WORKS IN A SIMILAR FIELD

Reference [12] [28] [22] [34] [11] [23] [32] [19] [6] Our Work
Year 2019 | 2020 | 2021 2022 | 2023 2023 2022 | 2020 | 2023 2024
Solidity Source code v v v v v v v v v v
Bytecode X v v X X X v v X v
Opcode v v X X v X v v v v
Intermediate representation X X X v v X X X X v
Deep Learning X X X v v v v v v v
Multimodality v X X X v v X X v v
Unimodality X X v v v X X v X v
Numerous and Diverse Multimodal Frameworks X X X X X X X X X v
Data Fusion Method — (Cross Attention+Concatenation) X X X X X X X X X v
Hugging Face (Largest Dataset) X X X X X X X X X v
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Fig. 3. This figure illustrates a system architecture for a proposed multimodal Transformer to classify security risks and vulnerabilities in deployed smart
contracts. It involves extracting smart code and bytecode, processing multiple code representations using a transformer-based framework with BERT embeddings
for feature extraction, and concluding with a classifier to predict a smart contract’s vulnerability status.

of their vulnerabilities according to the Slither static anal-
ysis framework. Each data instance contains the following
features: address, source code, and bytecode. In this work,
we focus only on binary classification to identify presence or
absence of vulnerability on the smart contract.

B. Overall System Architecture

The overall model’s architecture is illustrated in Fig. 3. In
step 1, we collect the labeled dataset from Hugging Face [20].
The dataset contains 106,000 smart contracts. The dataset
contains the following columns:

e Address: The Solidity code deployment address.

e Source code: The source code of the Solidity code.

o Bytecode: The converted bytecode (using Web3.py li-
brary) of Solidity code.

o Slither: Vulnerability class.

As shown in step 2, we extended the dataset by introducing
two additional modalities for each data entry:

e Opcode: Assembly code obtained by converting Byte-
code using an Opcode-Bytecode converter tool sourced
from the Etherscan website.

o Intermediate representation: An intermediate represen-
tation of the source code obtained by using Slither tool
(Solidity and Vyper Static analysis framework).

In step 3, we first preprocess the source code by standard
preprocessing techniques such as removing white spaces and
comments. Next, we employ tokenization step in which the
words in source code, intermediate representation and Opcode
are converted into series of tokens. However, we cannot use
the standard tokenization method for bytecode because the
instuctions are not sperated like words in source code. Hence,
for bytecode, tokens are extracted by simply tokenizing the
hexadecimal values.

In step 4, we performed embedding transformation to
convert tokens into dense vectors within a continuous vector
space, leveraging pre-trained models such as BERT (Bidi-
rectional Encoder Representations from Transformers) [7].
BERT is a widely-used language representation model trained
on large corpora of text. The key innovation of BERT is
its ability to generate contextualized word representations by
jointly conditioning on both the left and right context of
a word. This bidirectional training approach allows BERT
to better capture the semantic meaning and relationships



between words, which is crucial for understanding natural
language. BERT comes in different sizes, with 'BERT-base’
representing a smaller version and "BERT-large’ a larger and
more complex one. The source code, intermediate represen-
tation and opcode were embedded using BERT-large model
(340M parameters). Whereas, the bytecode was embedded
using BERT-base model (110M parameters).

The architecture’s core strength lies in its ability to pro-
cess and merge information from various modalities. Step
5 demonstrates our Multimodal Transformer Framework, in
which we implemented two separate data fusion techniques:
cross-attention and concatenation. These techniques facilitate
the fusion of multimodal data, combining diverse representa-
tions from sources such as source code, bytecode, opcode, and
intermediate representation. The resulting fused multimodal
data is then fed to a feedforward classification model for the
final prediction, as shown in Step 6.

C. Multimodal Transfomer Framework

The architecture begins with unimodal feature extraction
from source code (SC), bytecode (BC), opcode (OP), and
intermediate representation (IR), each processed into uniform
vectors. These vectors undergo feature fusion via cross-
attention and concatenation, integrating multimodal data into
a unified representation. The multimodal feature fusions net-
work being encapsulated through the input features vectors to
the classifications task in the process is shown in Fig. 4.

1) Concatenation-Data Fusion Mechanism: Let’s denote
the output vector of the BERT model for source code as
BERTsc and for bytecode as BERT ¢, with each having
dimensions 768 x L. The concatenation operation can be
represented as:

Combined = Concatenate(BERT s, BERTpc) (1)
Combined € R1536xL (2)

The sequence of L x 1536 vectors is flattened into a single
vector, resulting in a dimension of L -1536. The concatenated
vector is then passed through a series of dense blocks (feed
forward network) which reduces the dimensions of its input
vector., The transformations is represented as:

o Flatten: RL*1536 _, RL-1536

« Dense Block 1: RE-1536 —; R512
o Dense Block 2: R?12 — R256

o Dense Block 3: R?%6 — R128

o Dense Block 4: R!28 — R32

o Dense Block 5: R32 — R16

The output of the last dense block is passed to a final dense
layer with a sigmoid activation function, producing a scalar
output, the probability of vulnerability.

2) Cross-Attention Data-Fusion Mechanism: In
Cross-Attention Data-Fusion Mechanism, we apply the
CrossAttention layer to the output embeddings of the
BERT models for every pair of modalities. By processing
modalities in pairs rather than all at once, the model’s

computational complexity may be reduced, leading to faster
training and inference times. Moreover, grouping modalities
in pairs enables the model to learn complex relationships
between different modalities. The resulting combination
includes SC and BC, SC and IR, SC and OP, BC and IR,
BC and OP, and IR and OP.

Given the number of heads (num_heads), and the dimen-
sions for keys (key_dim) and values (value_dim), the
dimensionality of the attention outputs for each head will
be L x key_dim. For num_heads = 5, key_dim = 64,
and value_dim = 64, each head produces an output of
dimension L x 64. These are concatenated to give a tensor of
dimensions L x 320.

However, due to the residual connections and layer nor-
malization, the final output dimensionality remains L X 768,
consistent with the input embeddings.

The embeddings are flattened, transforming the tensor into
a single-dimensional vector, maintaining a size of L x 768.
This vector is processed through a series of dense blocks
(feed forward network), each reducing the dimensionality as
follows:

o Flatten: RLX768 _ RL-768

o Dense Block 1: RE768 — R512

o Dense Block 2: R%12 — R256

o Dense Block 3: R?%6 — R128

o Dense Block 4: R'2% — R3?

« Dense Block 5: R3? — R16

o Dense Output: R'® — R with a sigmoid activation

function to obtain a probability in the range [0,1].

The final output is a scalar value representing the proba-

bility of vulnerability in the smart contract.

D. Unimodal Training

In our current research, we took Big-Multilabel [20] as
the datasets, which has the smart contract address, and cor-
responding to that slither labels are either [4] which means
contract is not vulnerable and [0,1,2,3, 5] corresponding to
different vulnerable types. For binary classification, we assign
the data containing vulnerabilities to the ”Vulnerable” class,
while those without any vulnerabilities are categorized as
”Non-Vulnerable”.

TABLE II
CLASS DISTRIBUTION

Dataset Vulnerable  Non-Vulnerable
Train 6,640 17,668
Test 830 2209
Validation 830 2209

Table II displays the data distribution details for the train,
test, and validation datasets, indicating a uniform distribution.

All the modalities were trained on the feed forward network
with the same hyperparameters. The loss function was Binary
Crossentropy and the Adam Optimizer with le-4 learning rate
was employed.

Our results, illustrated in Table III, demonstrate various
performance metrics, offering a comprehensive comparison
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Fig. 4. A Multimodal feature fusion framework for detecting vulnerability in the smart contract. In this process, the input features from each unimodal and
the different combinations of the multimodal are converted to the transformed embeddings that pass into the multimodal feature fusion blocks, converting
them into a single unified vector for predictions. The steps followed for this are (a) modality features (b) uniform transformed vector dimensions, (c) feature

fusion, (d) model training (e) classification (f) prediction.

TABLE III
UNIMODAL PERFORMANCE COMPARISON
Modality Class Precision  Recall F Avg. F
T T
R Y S
T
S

of each unimodal representation (SC, BC, IR, and OP) when
trained independently.

E. Multimodal Training

In the multimodal setting, we obtain 12 fused dataset after
applying the cross attention and concatenation based data
fusion technique on every pair of modalities as shown below:

e SC-BC concat: Concatenation fusion on SC and BC
e SC-BC attn: Cross-attention fusion on SC and BC

e SC-IR concat: Concatenation fusion on SC and IR
e SC-IR attn: Cross-attention fusion on SC and IR

e SC-OP concat: Concatenation fusion on SC and OP
e SC-OP attn: Cross-attention fusion on SC and OP

e BC-IR concat: Concatenation fusion on BC and IR
o BC-IR attn: Cross-attention fusion on BC and IR

e BC-OP concat: Concatenation fusion on BC and OP
o BC-OP attn: Cross-attention fusion on BC and OP
o IR-OP concat: Concatenation fusion on IR and OP
e IR-OP attn: Cross-attention fusion on IR and OP

Similar to the unimodal training, All the multi-modalities
were trained on the feed forward network with the same hy-
perparameters. We used Binary Crossentropy loss and Adam
Optimizer with a learning rate of le-4.

TABLE IV
MULTIMODAL PERFORMANCE COMPARISON

Multimodality Class Precision  Recall F Avg. F

BeRam "V 0 ou oe 076
BC-IR-concat NOS;E;U.IH' 83% 823 32(5) 0.83

BC-OP-atm oyt 091 071 075 085
BC-OP-concat Noel-l};u.ln. ggg gg; gg(z) 086

woPam "W 0% o om 0%
IR-OP-concat Noa-l\l;u.ln- gg} ggg gg; 0.85

SCBCamn  Nopui O 00s 013 050
SC-BC-concat NO\%};:M 8;2 832 82; 0.63

SC-IR-attn No\r;l-]};u'ln. 8545‘ 82§1 82; 0-76
SC-IR-concat No\r;l—lzlu.ln. 82; 82(]) gg; 0.72

sCOPaun  NOpUt 088 BIL DO o
SC-OP-concat No\r;l—l};u.ln. 85(5) 82(2) 822 0.78

IV. RESULTS AND DISCUSSION

A. Unimodal Analysis

Table III shows the performance results on unimodal data.
As shown in the Table III, both of our proposed modality (i.e.
opcode and intermediate representation) demonstrated strong
performance with average F score of 0.84 and 0.8 respectively.
We can also observe that the source code performed worst
with the average F score of 0.74. This difference may be
attributed to variations in coding styles and variable naming
conventions among programmers, even though the source
code may perform the same function. This ambiguity is
mitigated, if not entirely eliminated, when the source code is
translated into lower-level representations. For instance, the



1.0 =
0.8
()
3
@©
o
v 0.6
2
=
8
a 0.4
)
=
a 0.2 —— SC (AUC = 0.83)
—— OP (AUC = 0.92)
— IR (AUC = 0.87)
0.0 BC (AUC = 0.90)

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

(@)

1.0
0.8
9 SC-OP-attn (AUC = 0.88)
& —— SC-OP-concat (AUC = 0.85)
v 0.6 —— SC-IR-attn (AUC = 0.88)
2 —— SC-IR-concat (AUC = 0.87)
@ SC-BC-attn (AUC = 0.85)
f04 SC-BC-concat (AUC = 0.83)
9] OP-IR-attn (AUC = 0.92)
2 —— OP-IR-concat (AUC = 0.84)
0.2 —— OP-BC-attn (AUC = 0.93)
—— OP-BC-concat (AUC = 0.91)
—— IR-BC-attn (AUC = 0.90)
0.0 IR-BC-concat (AUC = 0.91)

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

(b)

Fig. 5. Receiver Operating Curve for the performance of the smart contract vulnerability detection (a) Unimodal Analysis (b) Multimodal Analysis for all
12 possible combinations of the proposed multimodal Framework. This AUC score for all the multimodality combinations showed that our QuadraCode Al

has a strong discriminatory power for vulnerable detection.

opcode representation lacks variable names, instead utilizing
a fixed set of register names determined by the compiler. In
Fig. 5(a), it is evident that OP exhibits the highest area under
the curve (AUC) in the Receiver Operating Characteristic
(ROC) curve, while SC displays the lowest AUC. This implies
that OP possesses strong discriminatory power, whereas SC
exhibits the weakest discriminatory power across various
threshold values.

B. Multimodal Analysis

Table IV shows the performance results based on the
multimodal setting. We can observe that the multimodal data
performed better than the unimodal data. The combination
of bytecode with opcode attained the highest performance,
achieving average F-scores of 0.86 with concatenation-based
fusion and 0.85 with cross-attention-based fusion technique.
Additionally, multimodal fusion involving our proposed in-
termediate representation and opcode, with concatenation-
based fusion, yielded comparable average F-scores to the
top-performing multimodality. Furthermore, we observe that
multimodal data containing source code generally performed
less effectively compared to others. The observation is consis-
tent with the Unimodal result, where source code performed
the worse. It further strengthens our assumption that source
code may not be the optimal choice due to the inherent
variability in coding styles among different developers that
may lead to ambiguity in the representation. On the other
hand, all multimodal combinations involving opcode per-
formed better, with average F-scores ranging from (.78 to
0.86. This may be attributed to the reduced ambiguity in
features associated with multimodalities incorporating lower-
level representations, such as the absence of variable names.
This reduction in ambiguity could contribute to improved
prediction performance. Fig. 5(b) illustrates that that OP-BC
with cross-attention, OP-BC with concatenation, OP-IR with

cross-attention, IR-BC with cross-attention, and IR-BC with
concatenation demonstrate remarkably high AUC values in
the ROC curve, ranging from 0.90 to 0.93. This implies that
multimodality that includes BC, IR and OP possesses strong
discriminatory power across various threshold values.

The multimodal models evaluated in these experiments
exhibit a consistent and comprehensive superiority over their
unimodal counterparts. The findings distinctly suggest that the
fusion of modalities is promising for detecting vulnerabilities
in the smart contract vulnerability.

C. Fusion Techniques

In this study, we explored two multimodal fusion tech-
niques, specifically cross-attention based fusion and concate-
nation fusion, and their impact on the performance of vulnera-
bility detection. We observed that in most cases concatenation
based fusion performed better that the cross-attention based
fusion technique. One potential reason for this observation
could be the nature of the data and the task at hand.
Concatenation fusion simply combines the representations
from different modalities into a single vector, allowing the
model to learn directly from both modalities simultaneously.
However, cross-attention-based fusion requires the model to
attend to different modalities selectively, which may introduce
additional complexity and potentially require longer training
time. Ultimately, our research stresses the importance of
the selection of fusion methods within multimodal settings,
signifying that the right choice of fusion strategies is essential
to refine the precision and robustness of smart contract
vulnerability detection tools.

V. CONCLUSION AND FUTURE WORKS

In conclusion, our research presents a significant ad-
vancement in enhancing the security and dependability
of blockchain-based systems through the development of



QuadraCode AI, a novel multimodal Transformer network
tailored for identifying vulnerabilities in smart contracts. By
integrating four principal modalities—source code, bytecode,
intermediate representation, and opcode—our approach offers
a comprehensive understanding of both the semantic and syn-
tactical contexts of smart contracts, enabling robust vulnera-
bility detection. Through extensive experimentation and anal-
ysis, we have demonstrated that our proposed model outper-
forms traditional unimodal-based approaches. Furthermore,
our exploration of multimodal fusion techniques, specifically
cross-attention and concatenation, contributes to a deeper
understanding of the code semantics, leading to improved
performance in vulnerability detection.

For our future work, we plan to improve our QuadraCode
Al architecture by unifying all four modalities in a single
Multimodal fusion framework, which is limited in our present
work due to its computational complexities. Similarly, we
will investigate multi-class classification for the detection of
specific types of vulnerabilities.
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